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Guiding Ethical Principles

As students and staff, we are all stewards of the Bethlehem Campus Information Technology. Therefore God requires accountability in our use of these gifts. As a community that yields to the Lordship of Jesus Christ, the Christian Education Trust expects its Educational Divisions, Institutions and Companies to exhibit responsible use of technology, and equally so all its students, staff and faculties. Therefore, the following principles guide our use of technology, and breaches of these principles may result in an investigation and disciplinary action.

 1. Respect for one another's need for access 


Students, and staff who are involved in educational or research activities, or the administration thereof should have the highest priority in the use of technology. Others engaged in lower priority activity should not hinder the use of Campus technology. The Bethlehem Campus is a community where all members should act in their neighbour’s best interest. 

Not hindering legitimate access also means that staff and students do not waste technological resources. This includes use of the computers, telephones, networks or printers. It also includes the destruction of any resource, whether this is hardware or software. 

2. Respect for one another's values and feelings 

New technologies increase our ability to communicate as well as mis-communicate. Communication should illustrate respect for others and a sense of personal integrity. Ephesians 4:29 is applicable here: "Do not let any unwholesome talk come out of your mouths, but only what is helpful for building others up according to their needs, that it may benefit those who listen." Thus, communication that degrades or harasses individuals or groups is unacceptable. 

The need to communicate with respect and integrity is particularly important in our contacts with those both inside and outside of the Bethlehem College Campus, its Educational Centres or Companies. Our quality of communications reflects not only on the Bethlehem College Campus, but also on its Christian mission. 

3. Respect for one another's property 

Abuse, theft or unauthorized use of either tangible property or intellectual property will not be tolerated. This includes unauthorized copying of copyrighted software. Full costs of abuse or vandalism of Campus Information Technology Resources will be redeemed from the person/s responsible. 

4. Integrity of Passwords 

All staff and students must safeguard the integrity of their passwords and not allow anyone else to access the computer system using their password. The only exceptions to this are in cases where administrative or teaching demands specifically require Campus staff (not students) to temporarily authorise other Campus staff to have access to their work files, in order that staff work objectives may be accomplished. 

No user is permitted to access the Campus computing system through any password except the current one which they have been formally issued.
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Policy Detail 

The Bethlehem College Campus's information systems, including but not limited to computers, computing software, voicemail, email and access to the Internet and World Wide Web, are provided as tools in support of the programs of Bethlehem Campus. The principal concern of this responsible use policy is the effective and efficient use of Information Technology (IT) resources. Hence the primary focus is to ensure that the resources are used in a manner that does not significantly impair or impede their use by others in the pursuit of the mission of Bethlehem Campus.  

A. Scope 

This policy applies to any user (faculty, staff, student or other) of Bethlehem Campus's IT resources, whether initiated from on- or off-campus. This includes any telephone, computer and information system or resource, means of access, networks, and the data residing thereon. This policy applies to the use of all College IT resources whether centrally administered or locally administered. 

B. Overview 

Telephones, computers and networks can provide access to resources on- and off-campus, as well as the ability to communicate with other users worldwide. Such open access is a privilege, and requires that individual users act responsibly. Users must respect the rights of other users, respect the integrity of the systems and related physical resources, and observe all relevant laws, regulations, and contractual obligations as well as behavioural guidelines the exist in relevant or associated College Polices.

The telephone, computing and networking facilities on Bethlehem Campus are provided as tools in support of the programs of the Campus. All users of the facilities are responsible to use them in an effective, efficient, ethical and lawful manner, consistent with The Christian Education Trust's mission as the overseer of its Academic Institutions and corporate subsidiaries. The ethical underpinnings of these policies are found in the Statements Of Faith and Special Character documents.

All relevant New Zealand laws affecting Information Technology practices (eg Intellectual Property regulations) and Bethlehem Campus regulations and policies apply, including not only laws and regulations that are specific to telephones, computers and networks, but also those that may apply generally to personal conduct. This may also include laws of other countries where material is accessed electronically via Bethlehem Campus IT resources by users within those jurisdictions, or where material originating within those jurisdictions is accessed via Bethlehem Campus IT resources.

As Christians, we believe all people should be treated with respect. Thus, fraudulent, harassing, or obscene materials, whether written, audio or visual, are expressly forbidden on any portion of the network or telephone system, and may not be stored on any campus computer or telephone system. (Please refer to the guiding values and ethics of the respective Community Life Statements pertaining to each Educational Institution or Company on the Bethlehem Campus.) 

Bethlehem Campus reserves the right to limit access to its resources when policies or laws are violated and to monitor routing information of communications across its network services and transaction records residing on Bethlehem Campus resources. Bethlehem Campus may monitor and restrict the content of material transported across College networks or posted on College systems to preserve network/system integrity and continued service delivery. 

Specific details are given in Section C below. 

C. Policy Provisions 

1. Authorized Use 

Access and use of the Bethlehem Campus IT resources is a privilege granted to faculty, staff and students in support of their studies, instruction, and duties as employees or official businesses with Bethlehem Campus, and other College-sanctioned activities. Access may also be granted to individuals outside of the Christian Education Trust (CET) and Campus personnel, for purposes consistent with the mission of the CET Bethlehem Campus. 

With specified permission, employees and students of the Bethlehem Campus are permitted to use the equipment for occasional, non-campus related purposes. 

The privilege of using Bethlehem Campus IT resources may not be transferred or extended by members of Bethlehem Campus community to outside individuals or groups. 

Gaining access to Bethlehem Campus’s IT resources does not imply the right to use those resources. Bethlehem Campus reserves the right to limit, restrict, remove or extend access to and privileges within, material posted on, or communications via its IT resources, consistent with this policy and applicable law, and irrespective of the originating access point. 

It is expected that these resources will be used in an effective and efficient manner in support of the mission of Bethlehem Campus as authorized by CET. All other use not consistent with this policy may be considered unauthorized use and could subject the user to possible civil charges, criminal charges or disciplinary actions. 

2. Data Security, Privacy and Confidentiality
All users are responsible for ensuring the confidentiality and appropriate use of College data to which they are given access, ensuring the security of the equipment where such information is held or displayed, and abiding by related privacy rights of students, faculty and staff concerning the use and release of personal information, as required by law or existing policies. 

For the purposes of this policy, all electronic data is to be considered sensitive and/or confidential. Access to such data is based on an individual's "need to know" and is restricted to uses directly related to assigned duties. Users are responsible for the security of any accounts issued in their name and any institutional data they may retrieve, modify, reproduce or destroy. Disclosure of confidential information to unauthorized persons or entities, or the use of such information for self-interest or advantage, is prohibited. Access to institutional electronic data by unauthorized persons or entities is prohibited. 

"Private" means inaccessible to all others; "confidential" means access is limited to authorized individuals in whom the Bethlehem Campus has placed confidence. A user's programs and files are treated as confidential unless the person has explicitly made them available to others. Information Technology personnel can and will access files when necessary for the maintenance of the network and central computer systems. However, even when performing maintenance, every effort is made to ensure the privacy of a user's files. 

In general, information stored on Bethlehem Campus computers is to be considered confidential unless the owner grants explicit permission to other individuals or groups to view that information or intentionally makes it available to the public. However, particularly in the case of email and attachments, all users of Bethlehem Campus IT resources are advised to consider the open nature of information disseminated electronically, and should not assume any degree of privacy or restricted access to such information as it may be intercepted, copied, read, forged, destroyed, or misused by others. One ought to write email in such a way that one would feel comfortable if it was seen by anyone else. 

Except for information that is collected specifically for official Campus administrative and teaching purposes, which is covered by the Privacy Act (eg official administrative student files and databases), no personal right of privacy exists in any other electronic information placed by students or employees on Bethlehem Campus computers, or transmitted via Bethlehem Campus's voicemail or email systems. Email, voicemail and computer files will not be viewed unless authorized by the user or by legally appropriate authorities. However, in the event of an investigation stemming from a complaint of alleged misconduct, voicemail, email or files may be locked or copied by Campus Computer Services management to prevent destruction and loss of information, and/or the contents may be reviewed. 

An account (either email or voicemail) is assigned to an individual and may not be used by others without explicit permission from Campus Computer Services. That individual is responsible for the proper use of the account, including proper password protection. In general, only Bethlehem Campus staff and tertiary students are granted email accounts. 

All logins, requests for web pages and commands executed by users can be audited in log files that are owned and maintained by Campus Computer Services. This information is monitored for inappropriate activity and may be the basis for policy enforcement. 

Requests for disclosure of confidential information and retention of potential evidence will be honoured when approved by authorized Bethlehem Campus officials or legal authorities, or when required by law.

3. Network and System Integrity 

Activities and behaviours that threaten the integrity of the Bethlehem Campus computer networks or systems are prohibited on both Bethlehem Campus and privately-owned equipment operated on, through or connecting into Bethlehem Campus resources. These activities and behaviours include but are not limited to: 

1. Interference with or disruption of computer systems and networks and related services, including but not limited to the propagation of computer "worms," "viruses" and "Trojan Horses". 

2. Intentional or careless acts that will place an excessive load on a computer or network to the extent that access to networks or information systems by others may be disrupted or substantially degraded. 

3. Processing excessively large amounts of data or excessive system utilization to the extent that these interfere with network or system performance unless authorized in advance by the administrator(s) responsible for all of the equipment affected. 

4. Failure to comply with requests from appropriate Bethlehem Campus officials to discontinue activities that threaten the operation or integrity of computers, systems or networks. 

5. Revealing passwords or otherwise permitting the use by unauthorized others, by intent or negligence, of personal accounts for computer and network access. Individual password security is the responsibility of each user. 

6. Altering or attempting to alter files, systems or hardware without authorization. 

7. Unauthorized scanning of computers and networks for security vulnerabilities and unauthorized attempts to circumvent data protection schemes or uncover security loopholes. 

8. Connecting unauthorized equipment to the campus network or computers. 

9. Attempting to alter any Bethlehem Campus computing or network components without authorization or beyond one's level of authority, including but not limited to bridges, routers, hubs, wiring, connections, etc. 

10. Negligence leading to damage of Bethlehem Campus electronic information, information technology resources, computing systems or networks. 

11. Utilizing network or system identification numbers or names that are not assigned for one's specific use on the designated system. 

12. Using Bethlehem Campus resources to gain unauthorized access to any computer system. 

13. Violating Copyright and Fair Use practices.

14. Attempting to circumvent data protection schemes or uncover security loopholes. 

15. Masking the identity of an account or machine. 

16. Capturing passwords or data on the network not meant for the individual user. 

17. Modifying or extending Bethlehem Campus network services and wiring beyond the area of their intended use. This applies to all network wiring, hardware and in-room jacks. 

18. Placing content on web pages, which violates either the Responsible Use Policy or the Community Life Statements or the Mission of the Bethlehem Campus Educational Schools, Institutions, Companies and the Christian Education Trust. 

4. Academic Honesty

Bethlehem Campus will not tolerate academic cheating or plagiarism. Users of information technology resources are expected to uphold the standards of The Bethlehem College Campus (see the relevant Student Handbooks for specifics). 

5. Commercial and Political Activity 

Use of Bethlehem Campus's information technology resources is strictly prohibited for hosting or serving unauthorized commercial activities, personal or political gain, private business, fundraising, or use otherwise unrelated to Bethlehem Campus. This includes soliciting, promoting, selling, marketing or advertising products or services, or reselling Bethlehem Campus resources. 

6. Harassment 

Unlawful harassment is prohibited by specific Bethlehem College policies on harassment. In addition, harassment of others via electronic methods is prohibited under the Human Rights Act and other applicable laws and College policies. It is a violation of this policy to use electronic means to harass, threaten, or otherwise cause harm to a specific individual(s), whether by direct or indirect reference. It may be a violation of this policy to use electronic means to harass or threaten groups of individuals by creating a hostile environment. 

7. Copyright and Fair Use 

National and International copyright law applies to all forms of information, including electronic communications. Violations of copyright laws include, but are not limited to, making unauthorized copies of any copyrighted material (including software, text, images, audio, and video), and displaying or distributing copyrighted materials over computer networks without the author's permission except as provided in limited form by copyright fair use restrictions. The "fair use" provision of the copyright law allows for limited reproduction and distribution of published works without permission for such purposes as criticism, news reporting, teaching (including multiple copies for classroom use), scholarship, or research. 

8. Trademarks and Patents 

Unauthorized use of trademarked names or symbols, including those belonging to the Christian Education Trust, is prohibited. Where Bethlehem Campus resources are used, Bethlehem Campus retains ownership of all faculties, staff and student inventions and other intellectual property that may be patented, copyrighted, trademarked or licensed for commercial purposes. Please refer to the Intellectual Property Policies of respective Campus Schools, Institutions or Companies as needed.

9. Electronic Communications and Use of Email 

Bethlehem Campus electronic communications are to be used to enhance and facilitate teaching, learning, scholarly research, support academic experiences, and to facilitate the effective business and administrative processes of Bethlehem Campus. 

Email - Responsible Use and Overload

Email overload is becoming an increasing problem and thus the need for responsible use of email. Email should not be addressed to broad email groups unless this is really necessary. All staff must work ensure that email is used responsibly, as the consequences of email overload is that staff have reduced ability and time to read those emails to which they must be responding to.

The member of email groups operating across the Campus will be reviewed by Operational Centre leadership and the Campus Lead Team periodically, to ensure members are those who functionally need to be members on these groups. The mailing lists must not hold addresses for staff who are wanting to be on these groups for the sake of some personal interest alone.

The following activities and behaviours are not acceptable on Bethlehem Campus or privately-owned equipment or networks operated on Bethlehem Campus: 

1. Altering electronic communications to hide one's identity or to impersonate another individual. All email, news posts, chat sessions, or any other form of electronic communication must contain the sender's real name and/or user ID. 

2. Initiating or forwarding electronic "chain letters". 

3. Sending unsolicited commercial advertisements or solicitations. 

4. Operating unofficial email reflectors. 

5. Sending messages to large numbers of users irresponsibly. 

6. Use of system aliases by non-authorized personnel. 

7. Use of official aliases to broadcast unofficial and/or unauthorized messages. 

8. Attempting to monitor or tamper with another user's electronic communications, or reading, copying, changing, or deleting another user's files or software without the explicit permission of the owner. 

Bethlehem Campus reserves the right to send electronic communications, including large group or broadcast messages, to its own users. 

Bethlehem Campus reserves the right to limit the size of individual messages being transmitted through College resources.

10. Internet

Bethlehem Campus reserves the right to block categories of Internet content as well as specific sites. Currently Bethlehem Campus blocks or filters undesirable Internet sites that are known. Procedures exist to make exceptions to this blocking when requested by a faculty member for academic purposes. 

D. Consequences of Non-Compliance 

1. Bethlehem Campus 

An individual's computer use of and/or network connection privileges may be suspended immediately upon the discovery of a possible violation of these policies. This suspension does not reflect an assumption of guilt, but the need to secure the system from modification. Because of the nature of the networking, Campus Computer Services may not know who owns a computer that may be involved in a violation. In this case, access to the network from that computer will be suspended until the owner of the computer contacts Campus Computer Services and resolves the issue. 

Campus Computer Services staff will judge an offence as either major or minor.  Respective Faculty staff will normally deal with a first minor offence. Additional offences will be regarded as major offences. Substantiated major violations by any user will be addressed by the respective Principals and Executive Officers of the concerned Educational Institutions or Companies of the Bethlehem Campus.

Violations of these policies will be dealt with in the same manner as violations of other Campus policies and may result in disciplinary review. 

2. Civil and Criminal 

In addition to the above, certain inappropriate use of Information Technology resources may result in personal criminal and/or civil liability. 

E. Reporting Irresponsible or Inappropriate Use 

Suspected violations of this policy, potentially bearing external or legal consequences for Bethlehem Campus, or originating from an outside source, should be reported to the Manager, Campus Computer Services.

The Manager of Campus Computing Services will advise the user on what if any action to take, act directly when appropriate, and/or refer the violation to other offices for further action. Campus Computer Services will also assist other offices with investigations of suspected policy violations when appropriate. 

Campus Computer Services personnel may also be contacted to report violations when the complainant is unable, or it is not desirable, to do so through other channels. 

Senior Staff of the respective Educational Institutions or Companies should be notified if an individual's health and safety appears to be in jeopardy or a violation of law may be involved. 
F. Exceptions 

Anyone desiring an exception to this policy must obtain written approval from the CET, via the Manager, Campus Computer Services.
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